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Introduction 

A thorough literature search indicates that there has 
been little study to date on risk-assessment methods 
for electronic health record systems. Although there 
have been assessments of project management and 
security risk to systems, there has been no safety risk 
assessment. The main objective of this study was to 
identify possible risks in a health information system 
(the Maternal and Infant Network: MINET) using Fail-
ure Mode Effect Analysis (FMEA). In particular, this 
article describes a risk-assessment case study con-
ducted at the Simpson Centre for Health Services Re-
search. Identifying possible failures from the system 
could mitigate or prevent its potential failure, while 
also enhancing the safety of the system. 

Background 

The report To err is human: building a safer health 
system (Kohn et al. 2000) emphasised the importance 
of safety in healthcare. There have been many reports 
of medical misadventure; for example, 98,000 Ameri-
cans die each year as a result of preventable medical 
errors (Kohn et al. 2000). The Institute of Medicine 
estimates the number of lives lost to preventable 
medication errors alone represents over 7000 deaths 
annually, which is more than the number of injuries in 
US work places (Institute of Medicine 2000). The 1998 
National Survey of New Zealand has documented that 
4.5% of all hospital admissions were associated with 
highly preventable adverse events (Davis et al. 2001). 
In Australia, more than 55,000 patients become dis-
abled and as many as 18,000 unnecessary deaths oc-
cur each year due to medical errors (Weingart et al. 
2000). 

As electronic health record systems are part of the 
overall healthcare system, it is important to ensure 
that electronic health data are secure and dependable 
in order to reduce the risk of occurrence of medical 
errors. The identification of safety requirements of 
electronic health record systems would also help to 
reduce errors (Win et al. 2002). Exploring undesirable 
events that can occur from electronic health record 
systems would assist in identifying risk.  

There are specific risk-assessment methods avail-
able for different systems. With proper risk assess-
ment, potential risks can be identified and avoided, 
resulting in a safer health record system, and ulti-

mately in safer healthcare. Awareness of risk and 
safety requirements is important, as it will assist in re-
engineering of the appropriate electronic health record 
systems for healthcare organisations. 

Safety and dependability 

Drawing on the relationship framework for dependabil-
ity and data quality and the literature review under-
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1: Safety attributes of EHRs 

 Identification 
1. unique patient identification 
2. patientís name and identification  

on every screen 

 System security 
 1. local area network/internet 
 2. encryption 
 3. authorization 
 4. firewall 
 5. access level 
 6. access list 
 7. antivirus 
 8. audit trail data 

 Privacy 
 Confidentiality 
 Consent 
 Disaster recovery 
 Storage 
 Back up 
 Retention period 
 Data standards 
 Data interoperability 
 Data integrity 
 Medication 

 1. drug allergy 
 2. drug potentiation 
 3. calculation of dosage 

 Alerts 
 1. allergy 
 2. drug potentiation        

 Data entry 
 1. data verification 
 2. data validation 
 3. algorithm such as age and weight check 

 Attributes of data quality 
 1. availability 
 2. accuracy 
 3. completeness 

 System quality 
 1. usability 
 2. accessibility 
 3. ease of use 
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taken, we have identified safety attributes for Elec-
tronic Health Records (EHRs). However, as EHRs can 
have different purposes for different information man-
agement and systems, safety attributes may also dif-
fer (Schloeffel & Jeselon 2002; Shiffman et al. 1999). 
Attributes of dependability include availability, reliabil-
ity, security and safety (Sommerville 2001).  

Data quality 
Data quality has been defined as ‘the totality of fea-
tures and characteristics of a data set that bears on 
its ability to satisfy the needs that result from the 
intended use of the data’ (Arts et al. 2002). Wher-
ever possible, data quality should not be compro-
mised, because low quality health data will have a 
significant impact on decision-making processes on 
information management. 

Data quality and dependability 

Box 2 presents characteristics involved in healthcare 
data quality. It shows how data quality is related to 
the dependability and lists appropriate measures 
needed to ensure data quality.  

Electronic Health Record Systems (EHRs) 

A Health Information Network for Australia identified 
the electronic health record as:  

 . . . an electronic longitudinal collection of personal 
health information, usually based on the individual or 
family, entered or accepted by health care profession-
als, which can be distributed over a number of sites or 
aggregated at a particular source, including a hand-
held device. The information is organised primarily to 
support continuing, efficient and quality health care (A 
Health Information Network for Australia, 2000). 

Humphreys has defined health records which are 
used in health services research for monitoring public 
health and outcomes as ‘population health records’ 
(Humphreys 2000). However, these records are also 
used for data acquisition, record keeping, communica-
tion, integration, surveillance, information storage and 
retrieval, and data analysis. These attributes also apply 
to EHRs, as defined by Perreault and Wiederhold (1990); 
therefore, MINET can be categorised as one of the EHRs. 

MINET case study 

The case study was conducted at the Simpson Centre 
for Health Services Research, from the Maternal and 

2: Relationship of data quality and dependability 

Appropriate Inappropriate Dependability Measures 

Inaccurate information by 
mistake 

Reliability Validation check 

Inaccurate information by 
software 

Security, 
reliability  

Quality control Data accuracy 

Inaccurate information by 
intention 

Security Proper security measures 

Data not accessible due to 
destruction of data 

Availability, 
security, 
safety  

Security measures 

Data not accessible due to 
accidental destruction  

Reliability 

Data not accessible due to 
intentional manipulation 

Security, 
reliability  

Data inaccessible due to 
malfunction in hardware or 
software 

Availability, 
reliability 

Data accessibility 

Data inaccessible due to location 
of information unknown 

Availability 

Authentication check, safety procedures 

Data consistency 

Different value to same logical 
data 
Different units 
Inconsistent semantics 

Reliability Implementing data standards 
Interoperability checks 

Missing data Availability, 
reliability 

Incomplete data due to 
incomplete transfer 

Reliability  
Data 
comprehensiveness 

System not functioning properly Availability, 
reliability, 
safety 

Ensure data integrity 

Data currency Inaccurate data value  Reliability Appropriate data field 
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Infant Network (MINET) database. MINET was selected 
as a case study for this research as it involves differ-
ent electronic health data from different sources. The 
MINET database contains health data on infants and 
children in the South Western Sydney Area Health 
Service (SWSAHS) from the prenatal period to school 
age (0-5 years). MINET involves community-based 
data from the Ingleburn Baby Information System 
(IBIS Database) and obstetric and gynaecological data 
(OBSTET) from the hospital data system. MINET caters 
for all persons living in the SWSAHS. These data are 
important for public health and health service re-
search, because the prenatal and infant and early 
childhood periods are critical for the promotion of good 
health and the development of personal characteristics 
for adolescence and adulthood (Halldorsson et al. 
1999). It is also important that the databases are ac-
curate for the purposes of health service research. As 
part of MINET, OBSTET data are downloaded to the 
Simpson Centre for Health Data Research only and 
Simpson Centre does not have any control over how 
the OBSTET data are collected and processed.  

Currently, IBIS Version 4 is being used in the 
SWSAHS. IBIS uses Optical Mark Recognition (OMR) to 
capture data. IBIS is part of a Local Area Network, 
which enables sharing of information with other ser-
vice points for mothers and their babies. There are 
two types of data for IBIS: baseline and follow-up 
data. The IBIS baseline form is used for the first visit 
at the baby clinic and the IBIS follow-up form is used 
for subsequent visits. 

Methodology 

Different methods have been explored in order to 
identify one that is appropriate for risk assessment of 
EHRs. Failure Mode Effect Analysis (FMEA) was pro-
posed because risk assessment conducted through this 
method involves identifying the possible failure modes 
of the system before failure can occur (Win, Cooper & 
Alcock 2004). An alternative method of risk assess-
ment is root cause analysis, for example fault-tree 
analysis; however, this method identifies the source of 
error after the event. Fault-tree analysis is more suit-
able for retrospective studies of systems in which ad-
verse events or errors have already occurred, or to 
track back to the root-cause conditions. With FMEA, 
failure mode can be predicted and action taken to pre-
vent the condition from occurring in the first place 
(Win 2004). It is clearly important to identify any pos-
sible risks first to ensure the system’s safety, so FMEA 
is a more suitable approach compared with root-cause 
analysis in this case.  

Failure Mode Effect Analysis (FMEA) 

Failure Mode Effect Analysis is a structured approach 
to the prediction and identification of the conse-
quences of failures in a system. To conduct an FMEA, 
the processes involved in the system can be subdi-
vided into sub-processes and possible failure modes of 
these processes. Upon identification, their potential 
effects can be estimated and analysed to prevent the 
possible failures. 

To conduct risk assessment of MINET using FMEA, 
severity and probability of identified risks need to be 
determined. Definition of severity and probability level 
are presented in Boxes 3 and 4. Risk or hazard score 
can then be determined. This is shown in Box 5. 

 
Processes involved in the MINET database are de-

scribed in Box 6.  

Results and discussion 

Possible failure modes of MINET can be predicted as 
illustrated in Box 7.  

3: Level of probability 

Probability 

Low:  rarely or never occurs 

Medium:  occurs occasionally or few times per year 

High:  occurs regularly or weekly basis  

4: Level of severity 

Probability 

Low:  rarely or never occurs 

Medium:  occurs occasionally or few times per year 

High:  occurs regularly or weekly basis  

5: Risk/hazard score 

Severity Probability Low Medium High 

Low 1 2 3 

Medium 2 4 6 

High 3 6 9  

6: Processes involved in MINET database 

Source of 
data

Scanning

Download

Fill in the form (IBIS) 

From form into the 
text file using the 
scan software 

From text file to access 
database using Microsoft 
Access

 

1.

2.

3.

Face to �
face data �
collection

7: Possible failure modes from processes 

Source of 
data 

Scanning Download 

1.1. Forms not marked 
accordingly 

1.2. Loss of forms 
1.3. Duplication of MRN 
1.4. Same MRN for  

different patient 

2.1. Data cannot be  
scanned as forms 
are printed malaligned 

2.2. Overwriting existing file 
2.3. Disruption of scanning 

during the process 

3.1. MRN cannot be 
matched 

3.2. files cannot be  
linked 

3.3. file corrupted 
3.4. data cannot be 

matched 
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Potential effects, severity, probability and hazard 
score of each potential failure mode are described in 
Box 8.  

These identified hazards were notified to the 
authorised personnel responsible for the system and 
necessary actions were identified. 

The following section presents the analysis of pos-
sible failure modes identified in Box 7. These include 
Forms not marked appropriately and Missing forms. 
Forms that are not marked appropriately could be 
ruled out at the time of the scanning process. This can 
be due to human error, and the Simpson Centre needs 
to trace them back to the Community Health Centre. 
Patients’ data are filled in manually at the Community 
Health Centres and compiled to scan.  

Duplication of MRNs and Same MRN for different 
patients are also possible failures in the source of the 
data, as identified in Box 7. It is noted that different 
medical record numbers (MRNs) are used in different 
services. In addition, maternal and infant MRNs can 
differ, leading to the possibility of incorrect association 
of maternal and infant MRNs; for example, parents 
may be unmarried, or a mother might not necessarily 
change her surname upon marriage, in which case the 
mother’s and infant’s surnames will be different. In 
some cases, a mother’s surname could be changed 
from the previous childbirth history as a result of sub-
sequent marriage or divorce. Duplication of MRNs for 
the same person at different services or at the same 
service is always a possibility, and several problems 
could result from wrong linkage of the data. Data may 
be linked to the wrong patient at the time of analysis 
and there can be errors in predicting health indicators. 

Possible failure modes during scanning and 
downloads have been identified in Box 7. Scanning is 
done in batch processing, and some documents could 
be misplaced and lost during this process. To avoid 
this problem, it is advisable to have computerised data 
entry at the point of care. 

Files cannot be linked if the system is unavailable 
due to such factors as power loss or application fail-
ure. The centre has not yet experienced application 
failure, and, as it is not a ‘real time’ system, power 
loss for a limited period is acceptable. There would 
also be loss of data should the data file be corrupted, 
and the Simpson Centre regularly backs up data so 
that this can be prevented. There is also a high prob-
ability that data from different databases cannot be 
matched properly, as different versions of IBIS have 
different data units. These problems need to be ad-
dressed at the time of form download and during sta-
tistical analysis. 

Wrong data linkage can lead to incomplete and inac-
curate data, and in the case of clinical data this could 
result in a significant and immediate impact on the pa-
tient. The Simpson Centre uses aggregated data for 
statistical analysis, and records not matched perfectly 
are excluded from the analysis. Disruption may occur in 
the scanning process due to mechanical problems with 
the machine, power failure, or inexperienced scanning 
operators. When detected during the scanning process, 
the problem can be rectified to minimise impact on the 
system; the only impact would then be on the scanning 
task the person was performing at the time. 

The focus of the Simpson Centre database MINET is 
on maternal and child health. The IBIS manual clearly 
explains the format of questions, why the data are 
collected, what the data are about and standards for 
completion. IBIS data have been considered for com-
pleteness, legibility and integrity of information. Data 
are gathered with clear understanding of future uses.  

Box 8 illustrates the FMEA of different processes. 
With FMEA, possible failure modes have been identi-
fied and predicted for different processes involved in 
MINET. However, as security of health data is impor-
tant because it contains sensitive information relating 
to a person’s health, risks regarding security, privacy 
and confidentiality of the system need to be explored. 
These failure modes are identified in 4.1 and 4.2 of 
Box 8.  

Security, privacy and confidentiality  

Security of EHRs could be implemented through the 
physical security of the system; for example, by pro-
viding authorised access only to the user, and by ap-
plication of firewall and encryption technologies. 
Assessment of MINET’s information security and vul-
nerability to threats indicates that, because the sys-
tem is located in the Intranet, anti-virus software was 
installed on all servers, desktop and laptop computers, 
and there are both internal and external firewalls to 
protect information. In addition, there is an audit trail 
configured to log all transactions. Log file analysis is 
carried out daily and reports of unusual, inappropriate 
or anomalous activities are sent to the system admin-
istrator. The system guards against unscrupulous at-
tack to the system. 

MINET ensures the confidentiality and privacy of 
the health data: each patient consents to disclose their 
information for research purposes; there is an authen-
ticated log-in to the system; there is a policy regard-
ing access; and there is a list of users who could 
access the system. User access level is predetermined 
and only authorised users can access the system. Ac-
cess control is available for system usage and user 
responsibilities; a user group for MINET determines 
the access levels. The system provides a password 
management function to allow password changes to be 
announced. Individuals have their own passwords, and 
it is not possible to eavesdrop upon account authenti-
cation. To avoid breach of confidentiality, and because 
it is difficult to trace, guest or anonymous log-in is not 
allowed. Passwords include a combination of alpha-
betic, numeric and special characters. A first-time 
password is transmitted securely.  

MINET is a distributed system, and data files and 
the database are stored on the server. Back-up is per-
formed at the Simpson Centre and the other commu-
nity health service centres. Back-ups are stored 
securely under lock and key, and the Information Ser-
vice Department has data back-ups on tapes, while 
the Simpson Centre has data back-ups on hard disks. 
The Simpson Centre uses de-identified data for 
research purposes, thus maintaining patient confiden-
tiality. The Centre follows the Database and data ex-
tracts policy and guidelines from the South Western 
Sydney Area Health Service. 
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Conclusion 
The Simpson Centre uses data mainly for health ser-
vices research, an important role, as it could affect 
public health research in, for example, healthcare 
processes, disease patterns, disease surveillance, pre-
vention of disease and health promotion. Data from 
MINET are used for health services research, and con-
ducting a risk assessment study has had a positive 
effect, as inaccurate or incomplete information can 
have an impact on health outcome indicators. It is 
very important that electronic health data from MINET 
are complete and accurate, as MINET is used for data 
collection, analysis and interpretation of data for early 
intervention, planning, prevention and evaluation.  

Although MINET data are health data, it can be 
seen that not all safety attributes identified are appro-
priate for this system. As MINET is aggregated data 
and it is used for de-identified data, the requirement 
that a patient’s name and identification be displayed 
on every screen is not applicable to MINET. However, 
it can be concluded that unique patient identification is 
very important for MINET, as there could be different 
potential effects (as described above) if a patient could 
not be uniquely identified. Alerts and reminders could 
assist in follow-up and referral for community health, 
but they do not have a significant impact on the health 
service research data for MINET. They could, however, 
be appropriate for disease surveillance health research 
in different aggregated data sets. Data regarding 
medication and dosage could be important for mater-

nal and child health data in community care; for ex-
ample, errors in a child’s medication dosage could 
result in a serious outcome. Including information re-
garding these data will add value to the system.  

As for all health informatics systems, issues of pri-
vacy, confidentiality and security are important in MI-
NET. Those involved with data entry and processing 
are given a clear explanation of privacy policy and are 
therefore aware of confidentiality concerns. Access 
level is decided by the user group, and the administra-
tor needs to set the level accordingly to ensure the 
privacy of data. 

As data from a number of sources are used for re-
search, common standards are important for different 
databases. Completeness of data is essential for MI-
NET databases, as incomplete data will result in errors 
in statistical analysis, which will in turn have an impact 
on healthcare indicators. FMEA has identified possible 
failures of the system and is therefore an appropriate 
risk-assessment method for the MINET. 
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8: Failure mode effect analysis of different processes 

Potential failure mode: Potential effect Severity Probability Hazard score 

1.1. Forms are not marked appropriately Incomplete data High 
 

Medium 
 

6 
 

1.2. Forms missing Incomplete data High 
 

Medium 
 

6 
 

1.3. Different MRN for the same person Data unavailable or 
misleading data for the 
research purpose 
 

Medium Medium 4 

1.4. Same MRN for different patient 
 

Misleading data for the 
research purpose 
 

High 
 

Medium 
 

6 
 

2.1. Forms are printed malaligned Documents unscannable Low Low 1 

2.2. Overwriting existing file Data loss High Low 3 

2.3. Disruption of the scanning process Incomplete data entry Low Medium 2 

3.1. MRN cannot be matched Mother and infant linked 
wrongly 

High Medium 6 

3.2. Files cannot be linked Data unavailable for 
research purpose 

High Low 3 

3.3. File corrupted Data unavailable High Low 3 

3.4. Data cannot be matched Impact in analysis of data High High 9 

4.1. The system is attacked by the intruder Breach of confidentiality High Low 3 

4.2. Staff member stolen the patient 
information 

Breach of confidentiality High Low 3 
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