Reviewed articles

The draft National Health Privacy Code: unresolved

issues for health records

Abstract

Cassandra Gordon

While the need for a consistent national privacy framework is well recognised, it has become even more pressing
in light of the development of online health information networks which transcend existing state and territory
borders. The Commonwealth Government’s draft National Health Privacy Code attempts to address this need by
providing a single mechanism for governing the privacy of health records nationally. This paper identifies the
privacy challenges posed by e-health records and the importance of proper safeguards to protect this informa-
tion. The draft Code, including a number of unresolved problems underpinning its implementation, is discussed.
Although a stakeholder consultation process has been undertaken, it is argued that further debate and develop-
ment is required before such an untested and fundamental change to Australia’s health privacy framework can

be effectively implemented.
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Introduction

A robust privacy framework is critical to the protection
of patient records from inappropriate and unauthorised
access, and the handling of paper-based records is
governed by such protocols in federal and state-based
legislation. However, the move to collect and store
clinical records electronically and access them online
as part of broader health information networks means
the existing matrix of privacy laws that impose differ-
ent standards on different parts of the health system
is not only confusing, but also outdated in the context
of electronic records. In an attempt to address the
self-evident need for a consistent protocol, both na-
tionally and across the public and private sectors, a
working group appointed by the Australian Health Min-
isters Advisory Council (AHMAC) has developed a draft
National Health Privacy Code.

This paper examines the significant risks to patient
privacy presented by e-health records, establishes the
importance of proper controls for accessing records,
and explores the suitability of the proposed Code in
meeting these privacy requirements. It analyses the
proposed implementation mechanisms of the Code and
discusses a number of potential problems and unre-
solved issues of the proposed model. It is argued that
because of these challenges, the Code in its current
form will not provide a policy or regulatory framework
to adequately meet the significant challenge of apply-
ing consistency to Australia’s health privacy framework.

Protecting privacy in the e-health
environment

The duty of confidentiality is a core tenet and legisla-
tive requirement of medical practice to protect patient
privacy. It was traditionally based on an intimate cli-
ent-professional relationship, where an individual di-
vulged personal information to their doctor, who was
responsible for any third party access to that informa-
tion (Gerber 1999). While this common law require-
ment is clearly a necessary part of providing high
quality medical care, it is becoming outmoded in the
context of modern health care. The increasing use of
e-health records in hospitals and general practice

means a far greater number of clinicians can access
and share patient records. The global availability of
medical records is needed beyond the walls of the fa-
cility where a patient is usually seen, and patients
want their records to be available wherever they pre-
sent themselves to seek care (Gibby and Schwab
1998). During a hospital stay it is likely that several
staff will need to access patient information simulta-
neously, and e-health systems offer the flexibility to
do this (Schoenberg and Safran 2000).

Compared with a paper-based system, e-health re-
cords can significantly increase the security of health
information. This can be done by restricting access to
authorised users who must prove their identity and by
ensuring that information cannot be amended, lost or
destroyed. Audit trails enable tracking of user access
and identification of improper activity such as at-
tempts to access unauthorised information (National
Electronic Health Records Taskforce 2000).

Despite these security features, in comparison with
a paper registry, storing information electronically can
create a greater privacy risk, as an act of intrusion by
a ‘hacker’ or an error by an administrator could com-
promise the records of a much larger number of peo-
ple (Carter 1999). An important feature of protecting
privacy in the context of e-health records is that con-
sumers should be able to control and monitor access
to their health information, including the level of dis-
closure of information appropriate to the type of care
received. Unless proper privacy safeguards are in
place, it is more difficult for individual patients to con-
trol the flow and exchange of e-health records, given
they are likely to be accessed by a wide range of clini-
cians. This is considered to be a fundamental require-
ment for empowering consumers to take greater re-
sponsibility for managing their own health care
(National Electronic Health Records Taskforce 2000).
It has been observed that while the public generally
has a high level of trust in existing practices for pro-
tecting the privacy of paper-based information, there
is some anxiety about who can access their records if
they are stored electronically (National Electronic
Health Records Taskforce 2000).

This tension is magnified by the concerted effort to
develop online health information networks and to



capture systemic, longitudinal health data on patients,
including summaries of all interactions with the health
care system. These networks would enable all health
providers involved in a patient’s care to access their
health records, so they are instantly available when
and where they are needed. In July 2000, the National
Electronic Health Records Taskforce proposed a coor-
dinated national health information network for Aus-
tralia, named HealthConnect. The system is being de-
veloped by the federal, state and territory
governments to allow summaries of health events to
be collected at the point of care and exchanged elec-
tronically with authorised health care providers. Pa-
tients who suffer chronic conditions or have complex
health needs would be among the first to benefit from
a national system, given they often use multiple pro-
viders; however, all consumers would clearly benefit
from improvements in the safety and quality of care
(National Electronic Health Records Taskforce 2000).

Similarly, the federal government’s MediConnect
(formerly the Better Medication Management System)
is being developed to link prescription information
provided by doctors with dispensing pharmacists. This
is expected to lead to better decision making and sub-
sequently reduce adverse drug events as well as
fraud, and would ultimately form the medicines com-
ponent of the HealthConnect network (Department of
Health and Ageing 2003)

The need for a nationally consistent
framework

There is no single piece of privacy legislation for man-
aging health information that applies nationally in Aus-
tralia. Instead, there are different standards that apply
across jurisdictions and public and private sector
boundaries. This framework is complex and consists of
a number of layers. Firstly, the common law requires
health professionals to uphold a duty of confidentiality
with respect to patient information. At the Common-
wealth level, the Privacy Act 1998 sets out the Infor-
mation Privacy Principles that apply to Commonwealth
agencies and, since 21 December 2001, the National
Privacy Principles apply to private sector organisa-
tions. At the state and territory level, generic privacy
legislation applies to public and private sector organi-
sations in Victoria and the public sector in NSW.
Health-specific privacy legislation also applies to both
the public and private sectors in Victoria and the ACT
(Magnussen 2002; Australian Institute of Health Law
and Ethics 1998).

Clearly, this matrix of laws is confusing and incon-
sistent. There is an obvious need for a national ap-
proach to privacy legislation that applies to both pri-
vate and public sectors. The collocation of health
services, or the delivery of services collaboratively be-
tween public and private sectors, exemplify the diffi-
culties of pragmatically applying existing privacy stan-
dards. It may be unclear to consumers what standards
actually apply when receiving care, and health provid-
ers could also be uncertain of which legislation they
are bound to in a particular setting (AHMAC 2002).
According to the Federal Privacy Commissioner, the
proposed National Health Privacy Code is the key to
addressing such lack of cohesion and achieving the
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required legislative consistency (Office of the Federal
Privacy Commissioner 2002).

The need for national consistency has become even
more critical given the substantial resources being in-
vested in developing and implementing e-health re-
cords at both the federal and state levels (AHMAC
2002). The development of the national HealthConnect
network is a particular impetus for the drive to finalise
the development of the Code, given that a rigorous
privacy framework will be fundamental to its success
(AHMAC 2002). To achieve high participation rates,
consumers will need to feel satisfied that appropriate
safeguards are in place to protect their personal in-
formation. It is intended that patients will be able to
choose whether their data is used in HealthConnect
and control who has access to it (National Electronic
Health Records Taskforce 2000). By having Health-
Connect and MediConnect operating within the same
national framework, it is expected that individuals can
be assured that when their information is transferred
to another provider who operates outside these sys-
tems, it will be handled in accordance with appropriate
privacy standards. The Department of Health and Age-
ing recognises that unless such a framework is in
place, consumers and providers will simply not use the
network (Briggs 2000).

The draft National Health Privacy Code

The AHMAC Health Privacy Working Group, comprising
government, provider and consumer representation,
developed a draft National Health Privacy Code, re-
leased in December 2002 for five months of public
consultations. The accompanying Consultation Paper
states that the aim of the Code is to achieve the re-
quired consistency in protecting health privacy, while
specifically taking into account initiatives proposed
under HealthConnect. It introduces a set of rules
broader than the existing legislative framework to
cover all methods and situations for handling health
information. These have been designed to regulate
how information should be managed in the patient-
health care provider relationship, and how it should be
exchanged on a wider scale between sectors of the
health system such as hospitals, pharmacies, insur-
ance companies, government departments and re-
searchers (AHMAC 2002).

To cater for e-health records, the Code has been
drafted on the basis that standards for handling all
forms of health information would be the same, re-
gardless of whether they are kept in hard copy or elec-
tronic format (AHMAC 2002).

Proposed implementation mechanisms

To achieve the required national consistency, the
Health Privacy Working Group proposes that the im-
plementation of the Code should be based on one set
of rules which would govern how health information is
handled. These rules are outlined in the National Pri-



vacy Principles, which stipulate standards with which
all health service providers in the private sector need
to comply when handling personal information.! It
would also use a standard process for dealing with
requests by individuals for access to their health in-
formation.?

While the mechanisms for implementing the Code
are yet to be defined in detail by the Privacy Working
Group, the Consultation Paper outlines three possible
approaches:

e Option One: The application of the Code would be
limited to information handled by health services
only. The National Privacy Principles and/or appli-
cable state or territory law would cover other pri-
vate and public sector organisations. The advan-
tage of this approach is that clear boundaries for
the operation of the Code would apply. The disad-
vantage is that health organisations could not dis-
close information to non-health organisations that
do not have adequate standards of privacy protec-
tion in place to meet the cross-border require-
ments set out under National Privacy Principle 9.3

e Option Two: The Code would apply to all informa-
tion regardless of whether it is held in the health
sector, or by other private and public sector bod-
ies such as schools, employers and insurers. The
benefit of this option is that consumers would be
assured that their information is protected by uni-
versal rules, regardless of where it is held. The
disadvantage to this approach is that non-health
organisations would have to consider different pri-
vacy standards for different types of information.

e Option Three: A combination of Options One and
Two. The Code would apply primarily to the health
sector, with limited coverage of other organisa-
tions that have significant holdings of health in-
formation, such as health departments, insurance
companies, and housing and welfare organisa-
tions.

The draft Code adopts Option Two, the broadest
scope possible, so it would apply to all health informa-
tion held by any organisation. However, the Health
Privacy Working Group has stated it would revise the
draft Code if health ministers decide coverage will be
limited to the health sector (AHMAC 2002). If this is
the case, it would contradict the original intention of
developing a Code that incorporates a robust nation-
ally consistent framework to protect the privacy of in-
dividual health information in all sectors that handle
and manage this information.

' See Privacy Act 1988 (Cwlth), Schedule 3, National
Privacy Principles, Office of the Federal Privacy
Commissioner, pp 194-203.

* This process is set out in Part 5 of the proposed Code,
which is Part B to the National Health Privacy Code (Draft)
Consultation Paper, pp 63-88.

3 See Privacy Act 1988 (Cwlth), Schedule 3, National
Privacy Principle 9; Office of the Federal Privacy
Commissioner 2001, pp 202-203.

Reviewed articles

Unresolved issues in the draft National
Health Privacy Code

In its current form, the draft Code has a number of
complex political, legislative and practical issues that
should be resolved before it can be finalised.

The consultation process

Policy makers need to be mindful of the requirement
under section 18BB(2)(f) of the Privacy Act 1998*
which requires that the Privacy Commissioner must be
satisfied that the public has been provided with
adequate opportunity to comment on a draft of the
Code before it can be approved.

The opinions of policy makers and consumers differ
as to whether the five month consultation process has
been adequate. Some commentators believe that this
is an insufficient amount of time for the thorough con-
sideration of this major policy issue that will have fun-
damental implications for consumers and government
and private sector bodies responsible for managing
health information (I-Privacy Health Privacy Consult-
ants 2003). While this should be borne in mind, it
should be noted that widespread and active consulta-
tions have occurred, including a series of public
forums in state and territory capital cities and Towns-
ville. These forums comprised representatives from
the AHMAC Privacy Working Group, the Australian
Government Department of Health and Ageing and the
Attorney-General’s Department. Several hundred par-
ticipants took part in the forums and the Working
Group received one hundred written submissions
(Utkin, T. pers. comm. 2003). Policy makers need to
be committed to continuing dialogue with key stake-
holders even though the formal consultation period
has been finalised. Ministers agreed at the Australian
Health Ministers’ Conference (AHMC) in November
2003 to refer the proposed code and implementation
options to relevant state and territory departments for
consideration. It is expected that these views will be
tabled at an AHMC meeting at an unspecified time in
2004 (Department of Health and Ageing 2004).

Adherence to the Code

It is unclear whether the application of the Code would
be mandatory or voluntary. The Consultation Paper
seeks views on which would be more appropriate;
however, it was clearly the original aim in developing
a national health privacy code that providers and or-
ganisations would be bound by it, at least when using
the proposed HealthConnect network (Briggs 2000).
The former NSW Privacy Commissioner has supported
the view that the Code will only be effective if it is a
nationally enforceable standard (Weule 2003).

It should be noted however that there is a legisla-
tive barrier preventing the implementation of a man-
datory code; the Privacy Act 1988° excludes compul-
sory adherence to a Code. Under the legislation, the

* See Part IIIAA, Office of the Federal Privacy
Commissioner 2001, p 67.

> See Part ITIA, section 18BB (2)(c), Office of the Federal
Privacy Commissioner 2001, p 67.



Federal Privacy Commissioner can only approve a code
if membership is either by consent or voluntary (I-
Privacy Health Privacy Consultants 2003). This is a
fundamental issue underpinning the scope of a na-
tional framework that could hamper or prevent its im-
plementation. If ministers do decide that the Code will
be mandatory, then consideration will have to be given
to the amendment of the Privacy Act 1988 to ensure
this can be achieved. It is also likely that many health
providers will be unwilling to be bound by a new code,
as they have already invested time and resources into
conforming with existing federal, state and territory
privacy regimes when delivering care.

Absence of penalties

The draft Code does not propose using penalties for
breaches of health information privacy. Instead, the
Privacy Working Group suggests using a balance be-
tween promoting compliance through means such as
positive endorsement for organisations that are com-
pliant, and measures such as publishing details of or-
ganisations that practice serious or repeated breaches
(AHMAC 2002). Such mild measures are at variance
with the view of Briggs (2001) that there should be
firm sanctions and that an appropriate legislative
framework for e-health records should provide rights
of redress and hold liable those who misuse health
information. A number of stakeholders also support
the view that without appropriate penalties, the Code
may not allow for adequate redress through common
law to individuals whose privacy has been breached
(AHMAC 2002).

Additional legislation required for e-health
record initiatives

The development of online health information net-
works like HealthConnect means that an additional
layer of regulation will probably be required to support
the specific requirements of the system. The format of
an electronic record itself may require additional or
revised standards, particularly in relation to obtaining
consumer consent for forwarding information to a
national repository or linking records containing per-
sonal information (AHMAC 2002). Such standards
would also need to regulate the responsibilities and
obligations of providers, the purpose for which infor-
mation can be used, and governance arrangements.
Additional legislation would need to be carefully con-
sidered to ensure it marries with the Code and does
not create additional confusion.

Difficulties in attempting to unify existing
privacy regimes

Australia’s health privacy framework is a complex ma-
trix of four Commonwealth Acts and legislation in eight
states and territories. It is foreseeable that the imple-
mentation of the proposed Code will create confusion
given many separate and different privacy regimes
already operating, some of which are incompatible and
may not be able to be accommodated in a national
code. For example, unlike the Privacy Act 1988, there
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is no statutory basis in either the Health Records Acts
in Victoria or the ACT for the approval of a separate
privacy code, whereas the Health Records and Infor-
mation Privacy Act 2002 (NSW) does contain a
mechanism for implementing health privacy codes (I-
Privacy Consultants 2003).

Achieving national consistency will require signifi-
cant organisational changes. Governments would need
to consider whether changes to their existing laws and
administrative arrangements are required to ensure
uniformity in governing health information across the
public and private sectors. Additional legislation may
also be required at all levels of government to enable
legislative frameworks to meet the objectives of a na-
tional Code (I-Privacy Health Privacy Consultants
2003).

The confusion that could result from introducing a
national regime is a challenge also encountered by the
United States. Dixon points out that one of the strong-
est drivers of a national framework in both countries is
to avoid a patchwork of inconsistent, state-based pri-
vacy laws, given their historically similar piecemeal
approaches taken to privacy rules (Dixon 2001).

Conclusion

The implementation of a nationally consistent privacy
framework will inevitably be fraught with obstacles.
Consumers have traditionally shown scepticism that
governments will use their personal information in the
most appropriate way. However, before consumer
confidence in a national health privacy framework can
be achieved, there are several problems with the draft
Code that need to be debated and resolved before it
can be finalised. These include application to a limited
range of sectors managing health information, applica-
tion on a voluntary basis, and a possible lack of penal-
ties and redress measures. It is also uncertain
whether the consultation period satisfies the require-
ment for adequate consultation set out under the Pri-
vacy Act 1988. Nevertheless, it is critical that the key
stakeholder groups, particularly consumers and health
care providers, are directly engaged in further devel-
opment of the Code.

A key driver for the development of the Code is to
provide a national privacy framework for the operation
of the HealthConnect network. While this is necessary
to ensure health information is being used in the most
appropriate way, there are a number of problems with
the proposed Code in its current form that indicate its
potential impact on existing health privacy practices
would probably be limited. The draft Code lacks the
precedent of a national privacy regime successfully
operating alongside existing state and federal re-
gimes; it is therefore untested and likely to encounter
significant resistance and difficulty from the private
and public sectors before it could be properly imple-
mented. At the very least, fundamental organisational
changes will be required to unify the Code with federal
and state arrangements. Clearly, a common commit-
ment and agreement of all governments to administer
a national regime will be critical to its success. In the
context of e-health records, a solution that ensures
patient records are subject to clear and practical pri-
vacy rules that afford patients the discretion to deter-



mine who can access their records should remain the
principal concern of policy makers.
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